Transmitting image through the internet needs to be secured because of risk to be stolen. Security techniques that can be used for securing data especially image are cryptography and steganography. Combine these techniques can provide double protection in image security. In this research, we proposed the used of T-DES encryption with a selective bit to improve the time performance because time aspect is one of the important aspects of data transmission process. Four MSB of the secret image will be selected, then it will be encrypted using T-DES. After that, this encrypted results will be combined with other 4 LSB. This encryption scheme result will be embedded into a cover image using inverted LSB because inverted LSB can produce high imperceptible value. From 6 testing images which encrypted using proposed scheme present that proposed encryption scheme is twice faster than classic triple DES and slightly faster than double DES. While the embedding scheme can produce PSNR value above 40 dB with the range between 51 dB to 61 dB as well as SSIM which close to 1. This result denoted that proposed scheme generated good quality of stego images.
Introduction
Data is a representation of an entity in the world. Through the internet, people can access and transfer the data each other. Some types of data can be easily accessed by the public, but there are also private data where only a few people have special privileges. Due to limited access, some people attempt to steal important data. Furthermore, sending private data through the internet has a risk to be stolen. Therefore Security techniques need to be implemented to prevent these data security issues.
Cryptography is the science used to protect data from people who don't have permission. Currently, there are several cryptography techniques that often used in data security such as DES, AES, RSA, OTP, MD5, etc [1] - [3] . DES or Data Encryption Standard was becoming the standard of encryption in 1976 before being replaced by AES [4] . However, DES recently still be used in ATM machine and mobile phone operator sim card [1] . DES has the 64 bit of key and effectively used only 56 bit. Therefore, Some researcher proposed modified DES, for instance, DES, DESX, Double DES, Triple DES, etc. Triple-DES or T-DES is one volume 12, issue 1, February 2019 of DES modification where perform DES encryption in 3 times with 3 different keys [5] . This modification can solve the issue of key length on DES and also can resist the brute-force attack. Using 3 different keys means the length key that used is 192 bits. But based on [ ], the effective key that used in T-DES only 168 bit. Due to use of DES encryption 3 times, its means T-DES has high complexity [6] . T-DES is slow compared to the other block cipher techniques [7] . Especially when encrypting a file that has many blocks such like image file that consisted of 8 bit in each image pixel. To reduce the processing time of encryption and decryption some research proposed selective image encryption, for instance, Li et al [8] proposed selective image encryption using Chaotic maps and DNA coding. Selective image means only encrypted half of image pixel bit-plane (four most significant bit of image pixel). This selective image encryption scheme can improve the encryption speed. Other research [9] , proposed selective medical image encryption using JPEG compression algorithm. This scheme can reduce the processing time of encryption and decryption, where only 9% until 43% image information that encrypted. Merging T-DES with selective image encryption can enhance the processing time and it can resist brute-force attack.
Integrated cryptography and steganography to increase the information security have been done by several studies [1] , [5] , [10] . Steganography is the science used to hide message into cover media (audio, images, video, etc) [11] . File media that often used in steganography is images [12] . There is some method in image steganography such as LSB, PVD, DWT, DCT, etc. LSB or Least Significant Bit has advantages in execution time and it can produce good quality of stego-file. This is because the process of LSB is directly inserted the messages into each image pixel [13] . Kusuma et al [1] , proposed LSB which inserted into edges areas of the image to increased the imperceptibility value. Actually, LSB has a drawback because of its simple process so that the attacker can easily extract the message directly [14] . Hence LSB needs to be modified to deceive the attacker while they tried to extract the messages without reducing its imperceptibility value. One modification that can confuse attacker and also provide the good imperceptible value of stego-file is inverted LSB. Akhtar et al [15] proposed inverted LSB scheme which used 3 LSB of the original cover image as a pattern to calculate the probability of changed bit and also to determine which pattern will be inverted. Bhardwaj et al [16] also combined inverted LSB scheme with bit complement to improve the security of secret messages. Therefore, this research will combine the selection bit T-DES with Inverted LSB to improve the performance as well as the imperceptible value and also provide double protection in images exchanged.
Research Method 2.1 Literature Review 2.1.1 Triple DES (T-DES)
Triple DES or T-DES is a modification of DES which operates DES encryption three times. T-DES required three 64-bit difference keys to encrypt 64-bit block messages means that it used 192-bit keys (3×64=192) to perform one block encryption. Because in DES encryption the effective key that used only 56-bit then the effective key that used in T-DES is 168-bit (3×56=168). Meanwhile, based on [4] , the security level of T-DES that applied three different keys is 112-bit. The Encryption process of T-DES which used three different keys are shown below:
(1)
where, P = Plaintext, C = Ciphertext, K1 = First key, K2 = Second key, K3 = Thirth key, Enc = Encryption using DES, Dec = Decryption using DES.
To encrypt the message or plaintext as shown in Equation 1, firstly the message will be encrypted using K1 then the result will be decrypted using K2 and finally encrypted again with K3. While to decrypt the ciphertext in Equation 2, the ciphertext will be decrypted using K3 then encrypted using K2 and finally decrypted using K1. Each encryption and decryption process using DES algorithm and each key that used is independent key.
Inverted LSB
Inverted LSB steganography is a modification of classic LSB which can provide better security than LSB as well as improved imperceptibility of stego-file. Akhtar et al [15] proposed the inverted LSB scheme where it can misguide the steganalysis attack and complicated the message reconstruction process because several bits have been inverted. To perform inverted LSB The process of inverted LSB is the message bit will be inserted into LSB of each pixel using classic LSB. Here for example: message bits 1 0 0 1 1 0 1 0 1 will be hidden into nine image pixels: After that, used 2nd and 3rd LSB bitplane to determine the pattern and also considered LSB of the original cover image to add more difference pattern [15] . below is the pattern that showed in red font .   01100101  00110010  10101010  10010011  10010011  10000110  11001111  11000100  11111001 Then, calculate the appearance of the changed bit after insertion process in each LSB of each pattern.
If the probability of the changed bit is above 50% then it will be inverted. After calculating the probability of the changed bit, then invert LSB based on the probability result on Table 1.   01100100  00110011  10101011  10010010  10010010  10000111  11001110 11000101 11111001
The total changed pixel in inverted LSB only 2 pixels compared to classic LSB that has 5 changed pixel. This means that invert LSB can provide good quality stego-file especially increased imperceptibility value [16] .
Sample Images
To perform this study, we used 3 color images with 64×64 image size and 3 grayscale images with 128×128 image size as secret images. Then for cover images, we used 2 color images and 2 grayscale images with 512×512 image size. All images in BMP format and taken from this source [17] . 
Proposed Method
According to the processing time issue of T-DES, the author proposed a selective bit T-DES to secure image file. Selective bit or selective encryption is encryption process that only encrypts four MSB of each pixel bitplane of the image. This scheme can reduce processing time in the encryption process and decryption process. In addition, to strengthen the security, we combine this proposed encryption scheme with inverted LSB steganography. This combination can provide double protection as well as a good performance, especially in processing time. Inverted LSB steganography also produced good quality of stego-file. Our proposed method consists of two scheme which is embedding scheme where the secret image is encrypted and inserted into cover images and extracting scheme where we retrieved the cipher image from stego-file and perform decryption process to get the secret image. Figure 3 . Proposed Embedding Scheme using Selective Bit T-DES and Inverted LSB Proposed embedding scheme in Figure 3 can be derived into two parts which are encryption and insertion process. At encryption process, firstly choose a secret image and also cover image, then select 4 bit of MSB of each secret image pixel. After that, input three independent keys which will be used by T-DES to encrypt this selection result. Then combine the encryption result with another 4 bit left. This result will be inserted into a cover image using classic LSB. After that calculate the probability of the changed bit in each pattern to determine which pattern will be inverted. Finally, invert the bit in each pattern depend on the probability result and save the result as stego image file. The process of proposed extracting scheme in Figure 4 is firstly we input the stego image and three independent key that will used in T-DES decryption. From stego image we will retrieve the cipher bit. Then reconstruct the cipher bit into cipher image so that we can select 4 bit of MSB of each pixel. After that, decrypt the selection result using T-DES with three different keys. Finally, combine the decryption result with other 4 bit left so that it can be original secret image.
Embedding Scheme

Extracting Scheme
Result and Testing
To examine the performance of our proposed method we used entropy, histogram analysis, and processing times to look the quality of encryption scheme result. While to find out the performance and the quality of stego-file we will used MSE, PSNR, and SSIM.
Histogram Analysis
Histogram analysis can be used to find out the quality of encrypted images againts statistical attack. Below is the comparison between histogram of original testing image and histogram of encrypted images. Table 2 can be concluded that our proposed encryption scheme can secure the original from histogram analysis attack because histogram of the encryption result is significant difference from histogram of original image. Moreover histogram of encrypted images does not give any clue because of its equally distributed which means it can resisted image from statistical attack [18] .
Entropy Analysis
Entropy calculation is parameter to determine the randomness level of the images. The randomness level of image depends on the variation of gray level of each pixel of image. To calculate entropy value can be used this formula [19] :
From Equation 3, P(mi ) is the probability of the appearance of gray value in each image pixel. Below is the result of entropy calculation in each testing images. Table 3 can be seen that our proposed method generated entropy value that has small difference compared to other techniques. But based on Table 4 and Table 5 , our method has processing time two times faster than Triple-DES and slightly better than Double-DES.
Processing Times
To find out the processing time, we tried to performing time testing at same hardware and using same keys in encryption and decryption process. This examination can describe the possibility of actual processing times. Based on encryption time in Table 4 , our proposed method can encrypt our testing images two times faster than Triple-DES. For Decryption time is showed below: Furthermore, decryption time of our proposed method in Table 5 is faster than Triple-DES and Double-DES. These result denoted that our proposed method has better performance compared to other modified DES algorithm. ( 1 ) 2 ; 2 = ( 2 ) 2 is a dynamic range of the image (2bit -1) with a default value of 1 = 0.01 and 2 = 0.03 From Equation 6 above, it can be seen that to obtain the SSIM value we need to determine mean, covariance and variance of both images. The range of SSIM value is between -1 to 1 [24] . High SSIM value means that both images are similar or identical.
Based on analysis methods above which have been implemented on stego-image can be obtained the result as shown below: From Table 6 , it can be observed that our proposed method can produce good quality of stego images. This can be proved by the range of PSNR result is between 54 dB to 61 dB. High PSNR value represented that our stego result has good imperceptibility value, where it cannot be distinguished by Human Visual System (HVS) [25] . Moreover, SSIM value of our proposed method almost reaches 1 which represented that our stego file did not significantly change even after the secret image has been inserted.
Conclusion
This research presented T-DES encryption was modified using selective encryption and combined with inverted LSB steganography has been implemented in images security. Encryption scheme was tested using 6 testing images and given the results that our proposed method is two times faster than original Triple-DES and generated average Entropy value equal to 7.982850. Furthermore, the encryption scheme result will be embedded using inverted LSB. At this process, stego image can produce the PSNR range between 54 dB to 61 dB. PSNR above 40 dB indicated that proposed method generated good quality of stego file. Moreover, based on SSIM result proved that stego images are almost similar to the original cover images because of the range of SSIM results between 0.99958 to 0.99998. Because the value of SSIM is close to 1 means the stego images have a high level of resemblance to the original cover images. Based on the result analysis can be concluded that our proposed method has better performance compared to other modified DES techniques and can produce good quality of stego image which cannot be distinguished by human eyes (HSV).
Future work, proposed encryptions scheme will be combined with another encryption method such as a chaotic map which can improve the randomness of the encrypted result. While for embedding process can improve with inserted the message bits into the edge area [1] [20] of the cover image to increase imperceptible value.
